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ABSTRACT

As the digitalization and modernization of nuclear power plant (NPP) facilities have accelerated,
the strategic importance of a highly reliable and safe communication infrastructure supporting
instrumentation and control (I&C) systems is becoming increasingly critical. This study provided a
concise analysis of recent trends in wired and wireless communication technologies within NPPs,
focusing on their technical characteristics and regulatory requirements. With growing demand for
NPP facility condition monitoring, radiation monitoring, and sensor expansion in hard-to-reach
areas, the application of wireless communication technology is gradually expanding, particularly
in non-safety systems. Recent advancements in IEEE 802.15.4-based networks, WirelessHART,
ISA100.11a, and low-power wide-area network (LPWAN) technologies have considerably
enhanced reliability, latency control, and interference mitigation. Furthermore, Defense-in-Depth
(DiD), cybersecurity, electromagnetic compatibility (EMC), and verification and validation (V&V)
requirements remain key considerations in the design and integration of these communication
systems. This study analyzed the specific characteristics and operational constraints of wireless
communication technologies in the unique environment of NPPs and outlined the latest
technological trajectories.
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N: Network Sublayer, F: Function Sublayer, Cloud: Potential Wireless Connection

Z£X*| Reproduced with permission from INTERNATIONAL ATOMIC ENERGY AGENCY, “Application of Wireless Technologies in
Nuclear Power Plant Instrumentation and Control Systems,” IAEA, NP-T-3.29, Vienna, 2020[9].
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£X| Reproduced with permission from INTERNATIONAL ATOMIC ENERGY AGENCY, “Application of Wireless Technologies in Nuclear Power
Plant Instrumentation and Control Systems,” IAEA, NP-T-3.29, Vienna, 2020[9].
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£x| Reprinted from H. Kang et al., “Wireless loT-based radiation
integrated management system,” in Proc. Int. Conf. Struct. Mech.
React. Technol,, (Toronto, Canada), Aug. 2025[10].
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